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PROSPECTS FOR SURVEILLANCE SYSTEMS USAGE

Abstract: the article evaluates the expansion tendency of surveillance systems,

used for security and maintaining order. Related risks are analyzed.
Keywords: surveillance, privacy, face recognition, information security.

HEPCHEKTHUBbI NCITIOJIB3OBAHUA CUCTEM BUJEOHABJIIOAEHUA

AnHomauusn: 6 cmamve oyeHUBAeMcst MEHOCHYUsL PACUUPEHUSL CUCTEM 8UOEO-
HAOI00eHUs, UCNOAb3YeMbIX Ol obecneyerus: Oe30nacHOCmu U NOO0epPIHCAHUS NO-

pﬂaKa. AHCIJZUS’I/lpyiOWZC}Z C6A3AHHblEe C OMUM PUCKU.

Knioueevle cnoea: suoeonabnrooenue, KOHGUOEHYUATIbLHOCMb, PACNO3HABAHUE

Juy, qu)OpMCZZ/ﬂ/lOHHCl}Z bezonacrocme.
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Surveillance systems are spreading dramatically around the world due to being
used in surveillance and maintaining order. Programs embedded are capable of face
recognition, according to the recent research the face recognition per cent in China was
99,8%. Nevertheless, COVID-19 pandemic had its influence on the program develop-
ment due to people wearing masks in public places. Yet, the recognition percentage
remained high — about 98%. Furthermore, programs are capable of capturing traffic
violation, identifying people’s mood, recognizing the unusual behavior. Cameras are
the key issue standing behind the «Crime drop» because with its invention committing
a crime without the risk of being caught has dramatically dropped.

Neural networks were the cause of cameras expansion as well. The reason is that
average human starts to miss 45% of potential threats after 12 minutes of close super-
vising, what demands surveillance systems to be embedded with the analysis system,
which could help people to supervise 24 hours a day. Nevertheless, we cannot fully
rely on analysis systems as they have their own drawbacks such as crashes, glitches,
system failures, under the influence of weather analysis system can be distorted, etc.

However, there is some more important issue to take into consideration: how can
we avoid observers abusing surveillance? Every person can be tracked on a regular
basis. Moreover, information analysis in this case may lead to information leaks of
individual’s data involving home, work and study locations, health issues, etc. Even if
we trust the law enforcement authorities to protect our personal information, there still
are observers, who can abuse their powers. Special privacy-preserving protocols,
which are created to protect personal information from leaking, are not enough. There-
fore, there are two ways of solving the problem:

1. Limit the time and location access to cameras.

2. Limit what can be seen in the individual frames.

In the first case, for example, observer can have access only to those cameras that
are installed in a kilometer radius within his location or can gain access to cameras only
in his official work time. In the second one field of view is limited based on the high-
level semantic information obtained from the content of the video stream, that way

observer will not have limitless access to the data, as he will only be able to watch the
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data similar to the semantic content of what he is allowed to watch. The second case is
more flexible and suitable for observer in comparison with the first one dealing with
physical context. Still, observer can see extra information. For instance, police officer
can watch recordings, where some car sped up. In that scenario he is interested only in
the registration car number, however, he can see all the people in the car or the nearby
cars while the only one of them is breaking the law. These two approaches do not
exclude each other and can be used together as some kind of hybrid.

Besides, we should not forget about hackers. They can hack into cloud or can gain
access to cameras and their analysis system as well. Moreover, what if they hack the
analysis system and use synthetic media such as Deepfakes, Faceswap or DeepfacelLab
in order to swap the face of the person committing crime? Currently these programs
are not perfect and skilled IT expert can spot these kind of manipulations but technol-
ogy is progressing and this makes a serious concern about the future evidence faking.

All related risks considered, | think that surveillance systems are worth develop-
ing, expanding in order not to leave blind spots in the city. It will help to decrease

criminality and secure citizens.
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