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Manwiocenxoe Ilagen Banepvesuu

KaH/1. 9KOH. HayK, JIOLICHT
OI'AOY BIIO «HammoHanpHBIN HCCI€0BATEILCKUN
YHUBEPCUTET «BhICIIas MIKoIa 3KOHOMUKHN

r. Huwxuuii Hosropoa, Huwkeropoackas o6i1acthb

WCIOJb30BAHUE TEXHOJIOTUH UHAYCTPUH 4.0: BJIOKUEWH
B CTPAXOBOM CEKTOPE

AHHOmayua’ pocm yucia oHAQUH-NIamedcell U MpaH3aKyuli Ha GUHAHCOBBIX PbiH-
Kax obocmpsiem npodiemvl 6e30nacHOCMU NEPCOHANLHBIX OAHHBIX U UOSHMUDUKAYUU TUY-
HOCMUL, YO Y8eIU4UBAem CNpocC Ha MeXHOI02UU Wugposanus oanuvix. Tpebdys bonee bes-
ONACHBIX U KAUeCMBEHHbIX PUHAHCOBBIX YCIye, He 8Ce NONIb308AMEINU 20MO8bL ONIAYUBAMD
BbICOKUE MPAH3AKYUOHHBIE U30EPIHCKU. TexHono2us pacnpeoeseHHbIX peecmpos no3eo-
Jislem He MOJIbKO CHU3UMb 3ampambl, HO U NOBbICUMb HAOEHCHOCIb MPAH3AKYULL 100020
muna. B nepcnexmuee maxas mexsonoeust Modcem noIHOCMbI0 Mpancghopmuposams hu-

HAHCOBDILL CeKknop u cyuecmeeHHo CHU3ums pojib nocpedﬂukoe.

Kntroueswvie cnoea: ucnonvsosanue mexnono2uii, O10K4€lH, CIMpaxo8ol cekmop,

cmpaxosanue.
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THE USAGE OF ENABLING TECHNOLOGIES OF INDUSTRY 4.0:
BLOCKCHAIN IN THE INSURANCE SECTOR

Abstract: the growth in the number of online payments and transactions in finan-
cial markets is exacerbating problems of personal data safety and identity security,
which increases the demand for data encryption technologies. While demanding safer
and better financial services, not all users are willing to pay high transaction costs.
Distributed ledger technology can reduce costs and also increase the reliability of any
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type of transaction. In the future, such technology can completely transform the finan-

cial sector and significantly reduce the role of intermediaries
Keywords: use of technology, blockchain, insurance sector, insurance.

1. Distributed ledger technologies.

Distributed ledger technologies have revolutionized the world by transforming
existing systems into more reliable, secure and scalable ones. Decentralized systems
provide a trusted ledger among a group of nodes in a network that does not fully trust
each other. Distributed ledgers have found their application in various sectors, includ-
ing business, finance, Internet of things, industrial sector, etc.

The most successful examples of the integration of distributed ledger technology,
and in particular its type of blockchain, appear in the financial sector. Blockchain is of
significant interest for many areas, including insurance. This technology can help many
users (entities) in the insurance industry cope with competitive challenges, develop
online sales, improve the exchange of information between participants in the insur-
ance market, and combat fraud.

2. How blockchain works.

Distributed ledger technology is an electronic database system distributed across
multiple devices or network nodes. A key feature of DLT is the absence of a single regu-
latory authority. Distributed ledger technology allows information to be recorded and
stored on a network that is both decentralized and distributed. These types of networks
can be either public or private.

Networks based on a distributed registry system do not have a single control cen-
ter. Instead, information is stored on several nodes of a peer-to-peer network at once,
and an automatic consensus algorithm is used to update the data.

Data is transmitted across nodes (computers in the DLT network) that form the
network, duplicated on them and synchronized. This way, each node independently
updates itself to a complete copy of the registry. All nodes then vote to update the

ledger and reach consensus on one of its copies. Each such update is protected by a
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unique cryptographic signature. All this determines the security of the database and at
the same time its transparency.

A distributed ledger is a database of specific assets. The latter can be of any nature,
for example, electronic, financial, physical, all network participants have access to it
from anywhere in the world through an identical, own copy of the registry. Any change
In the registry is immediately reflected in all copies of the registries. The security and
reliability of information is ensured by cryptographic protection methods, namely keys
and electronic digital signature.

Blockchain is a platform for «smart contracts» which are small programs that can
trigger specific actions when predefined conditions are met. In other words, a smart
contact is an electronic algorithm that automates the process of concluding, registering,
and executing contracts.

A smart contract has three key characteristics:

— observability of execution — the ability of subjects (to monitor the execution of
each other’s smart contract;

— verifiability — the ability of a party to a contractual agreement to prove to the
arbitrator that the contract was fulfilled or violated;

— secrecy — knowledge and control over the content and execution of the contract
should be distributed between the parties only to the extent necessary for the execution
of this contract.

The smart contract code is executed automatically when a transaction is received.

3. Opportunities of blockchain technology in the insurance market.

As noted in the previous paragraph, distributed ledger technology is being studied and
tested by insurance market actors. The insurance industry has a unique potential to use this
technology in a system to increase efficiency and reduce costs by automating key processes.
The insurance market needs a system based on digitized data and consisting of many par-
ticipants who have limited trust in each other and work with the same data.

One of the key areas for the implementation of blockchain technology in insur-
ance is a fundamentally new scheme for interaction between policyholders and insur-

ers, which can contribute to a significant breakthrough in the insurance market; there
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may be qualitatively new principles of interaction with clients that will allow the de-
velopment of new insurance products, selling them via the Internet.

Note that blockchain technology can be useful for various types of insurance:

— medical insurance (reliable medical history for insurance payments);

— property insurance against accidents;

— insurance against natural disasters (insurance payments to participants in the
agriculture and agro-industrial complex);

— car insurance, etc.

In addition, the process of insurance payments is simplified, since all actions are
performed in real time with instant data updating, which simplifies and speeds up the
payment process for both parties with high-quality verification of requests. In addition
to the above, blockchain also simplifies administrative processes, such as document
flow, thereby facilitating the verification of documents by insurance agents and opti-
mizing the provision of insurance services to clients.

4. Limitations in the use of blockchain.

1. Scalability. Thanks to consensus-based validation mechanisms and continuous
replication, and due to the ever-increasing amount of data stored and added, the
scalability of the blockchain is still finite.

2. Decentralization. Even if blocks with less information are added to the chain,
collecting data in real time and storing large volumes of information about insurance
transactions ultimately forces us to reconsider the main principle of the blockchain —
decentralization, since storing and processing it will require even more computing
power every day. Thus, there is a contradiction with the main idea of a blockchain
managed in a decentralized manner.

3. Security. According to the blockchain developers, cyber fraudsters can attack
an insurance network operating on the blockchain, slow down time within the network,
which in turn will complicate the transfer of data, messages between users, updating
information and its final recording by transaction participants.

Besides, among the serious threats from hackers is the theft of personal data of

policyholders, their addresses, information about concluded transactions, etc.
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However, the distributed nature of blockchain databases makes hacking almost impos-
sible for hackers, since to do this they need to simultaneously gain access to copies of
the database on all computers on the network. The technology also makes it possible
to secure the personal data of policyholders, since the hashing process is irreversible.
Even if the original document or transaction is subsequently modified, it will end up

with a different digital signature, signaling a discrepancy in the system.
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