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Abstract: this study investigates the application of decision trees for detecting 

phishing domains based on URL attributes. A logical classification algorithm search-

ing for conjunctive patterns was applied to a dataset comprising 112 structural and 

server-related features. The decision tree model achieved an error rate of 3.26%. Key 

significant factors identified include the quantity of slashes in the URL (40.3%), do-

main activation time (16.8%), and directory length (14.06%). The results confirm the 

high efficiency and interpretability of rule-based machine learning for cybersecurity 

threat mitigation. 
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ЛОГИЧЕСКИЙ АЛГОРИТМ КЛАССИФИКАЦИИ ДЛЯ ОБНАРУЖЕНИЯ 

ФИШИНГОВЫХ ДОМЕНОВ ПРИ АНАЛИЗЕ КИБЕРБЕЗОПАСНОСТИ 

Аннотация: в статье рассматривается применение деревьев решений для 

обнаружения фишинговых доменов на основе атрибутов URL-адресов. Логиче-

ский алгоритм классификации, осуществляющий поиск конъюнктивных законо-

мерностей, был применен к набору данных, включающему 112 структурных и 

серверных признаков. Модель дерева решений достигла уровня ошибки 3,26%. 

Ключевыми значимыми факторами, выявленными в ходе исследования, стали: 
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количество косых черт (слэшей) в URL-адресе (40,3%), время активации домена 

(16,8%) и длина каталога (14,06%). Полученные результаты подтверждают вы-

сокую эффективность и интерпретируемость методов машинного обучения на 

основе правил для минимизации угроз кибербезопасности. 

Ключевые слова: кибербезопасность, фишинговые домены, машинное обу-

чение, дерево решений, обнаружение угроз. 

Introduction: in the modern digital landscape, phishing remains one of the most 

prevalent cyberattack vectors, utilizing deceptive websites to harvest confidential in-

formation. Detecting malicious domains requires robust analytical tools capable of pro-

cessing high-dimensional URL features. Machine learning (ML), particularly super-

vised classification, has emerged as a critical component in threat intelligence. Among 

various algorithms, decision trees offer a transparent, rule-based structure that facili-

tates the identification of hidden patterns characterizing phishing endeavors while 

maintaining high computational efficiency. 

Methodology: the research utilizes a comprehensive dataset of URL attributes tai-

lored for phishing domain identification. The dataset encompasses 112 columns, in-

cluding character counts, domain registration parameters, SSL certificate statuses, and 

server response metrics. The target variable is a binary phishing indicator (0 or 1). Data 

preprocessing involved handling missing values, outlier elimination, and correlation 

analysis with a 0.05 threshold to remove insignificant features. The primary classifica-

tion algorithm employed is a decision tree, which constructs a hierarchical model of 

decisions based on feature splits. This approach is highly suitable for cybersecurity 

tasks due to its ability to process both categorical and numerical data and automatically 

perform feature selection. 

Results: the constructed decision tree model demonstrated high predictive accu-

racy, yielding an error rate of merely 3.26%. The algorithmic transparency allowed for 

the extraction of attribute significance, revealing the most critical indicators of phish-

ing activity: 
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- Quantity of slashes in the URL (qty_slash_url): Contributing 40.3% to the 

model, a high number of slashes often indicates deep nesting or complex site structures 

designed to mimic legitimate resources; 

- Domain activation time (time_domain_activation): Accounting for 16.8%, re-

cently registered domains are frequently utilized for transient phishing campaigns; 

- Directory length (directory_length): With a 14.06% weight, elongated directory 

paths often signify obfuscation attempts to exploit user trust. 

Conclusion: the logical classification algorithm based on decision trees proves to 

be a powerful tool for phishing domain detection. The low error rate (3.26%) combined 

with high interpretability enables security analysts to understand attacker strategies and 

develop adaptive blocking rules. Future research will focus on integrating ensemble 

methods to further reduce false positives in dynamic threat landscapes. 
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