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Abstract: this study investigates the application of decision trees for detecting
phishing domains based on URL attributes. A logical classification algorithm search-
ing for conjunctive patterns was applied to a dataset comprising 112 structural and
server-related features. The decision tree model achieved an error rate of 3.26%. Key
significant factors identified include the quantity of slashes in the URL (40.3%), do-
main activation time (16.8%), and directory length (14.06%). The results confirm the
high efficiency and interpretability of rule-based machine learning for cybersecurity

threat mitigation.
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JOTUYECKHUHN AJITOPUTM KITACCUDUKAIINU JJISI OBGHAPY KEHUS
OUIINHI'OBBIX TOMEHOB IIPU AHAJIM3E KUBEPBE3OITACHOCTH

AHHOmauua: 6 cmamve paccmampugaemcs NpUMeHeHue 0epebes peueHull sl
0OHapyHCeHUs PUUUH208bIX 00MeH08 Ha ocHose ampubymoe URL-adpecos. Jlocuue-
CKULL ANeOpUmm Kiaccu@urkayuu, ocyuecmsisaiowull NOUCK KOHbIOHKMUBHBLX 3AKOHO-
MepHocmell, Obll NpuMeHeH K Habopy Oauuwix, exmouarowemy 112 cmpykmypuvix u
cepeepHbix npusHaxos. Modenv depesa peuieHuti docmuena yposHs ouuoku 3,26%.
Knrouesvimu 3nauumvimu gpaxmopamu, 8bI61eHHLIMU 8 X00€ UCCIe008AHUSL, CIMATIU!
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Konuuecmao xocwix yepm (casuteti) 8 URL-aopece (40,3%), epems akmusayuu 0omeHa
(16,8%) u onuna kamanoea (14,06%,). llonyuennvie pesynvmamol n00OmMeepHcOarom 8bi-
COKYI0 3¢hheKmusHoCcmob 1 UuHMepPnPemupyemocms Memooo8 MauUHH020 00y4eHUsl Ha

OCHOe6€ npaeuli onst MUHUMUIAYUU YePO3 Ku6ep6e30naCHocmu.

Kntroueswvie cnosa: kubepboezonacnocms, huuiuneovie 0OMeHbvl, MAuUHHoe 00y-

yeHue, 0epeso peuleHUl, 0OHAPYHCeHue yepo3.

Introduction: in the modern digital landscape, phishing remains one of the most
prevalent cyberattack vectors, utilizing deceptive websites to harvest confidential in-
formation. Detecting malicious domains requires robust analytical tools capable of pro-
cessing high-dimensional URL features. Machine learning (ML), particularly super-
vised classification, has emerged as a critical component in threat intelligence. Among
various algorithms, decision trees offer a transparent, rule-based structure that facili-
tates the identification of hidden patterns characterizing phishing endeavors while
maintaining high computational efficiency.

Methodology: the research utilizes a comprehensive dataset of URL attributes tai-
lored for phishing domain identification. The dataset encompasses 112 columns, in-
cluding character counts, domain registration parameters, SSL certificate statuses, and
server response metrics. The target variable is a binary phishing indicator (0 or 1). Data
preprocessing involved handling missing values, outlier elimination, and correlation
analysis with a 0.05 threshold to remove insignificant features. The primary classifica-
tion algorithm employed is a decision tree, which constructs a hierarchical model of
decisions based on feature splits. This approach is highly suitable for cybersecurity
tasks due to its ability to process both categorical and numerical data and automatically
perform feature selection.

Results: the constructed decision tree model demonstrated high predictive accu-
racy, yielding an error rate of merely 3.26%. The algorithmic transparency allowed for
the extraction of attribute significance, revealing the most critical indicators of phish-

ing activity:
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- Quantity of slashes in the URL (qty slash url): Contributing 40.3% to the
model, a high number of slashes often indicates deep nesting or complex site structures
designed to mimic legitimate resources;

- Domain activation time (time_domain_activation): Accounting for 16.8%, re-
cently registered domains are frequently utilized for transient phishing campaigns;

- Directory length (directory length): With a 14.06% weight, elongated directory
paths often signify obfuscation attempts to exploit user trust.

Conclusion: the logical classification algorithm based on decision trees proves to
be a powerful tool for phishing domain detection. The low error rate (3.26%) combined
with high interpretability enables security analysts to understand attacker strategies and
develop adaptive blocking rules. Future research will focus on integrating ensemble

methods to further reduce false positives in dynamic threat landscapes.
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